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Abstract of the contribution: This contribution proposes a way forward solution for key issue #1.
1. Discussion
This paper aims to provide a way forward solution for key issue #1 based on solutions documented in clause 6.1 of TR 23.733. The main benefit of this solution consists of the reuse of the Attach and TAU procedures of TS 23.401 and the limited impact on the EPS.
2. Proposal
It is proposed to agree the following way forward solution for key issue #1 to TS 23.733.
* * * First change * * * *

6.1.X
Solution X: Simplified authorisation of eRelay-UE and eRemote-UE
6.1.X.1
Description

6.1.X.1.1
General

This solution addresses key issue #1 and #3.

6.1.X.1.2
Authorisation of an eRelay-UE to be a layer 2 relay

The eRelay-UE follows the currently defined attach procedure in clause 5.3.2.1 of TS 23.401 [4], normal authentication and authorisation procedure happens during attach procedure.

In the Initial Attach 
procedure, from the downloaded subscriber profile, MME will be provided by HSS the layer 2 relay authorisation information and checks if the eRelay-UE is authorised to be a layer 2 relay, and further sends the authorisation to eNB as following:

-
If the UE is enabled for layer 2 relay and also authorised to be a layer 2 relay based on the subscription data, the MME shall include indication of layer 2 relay authorised in the “ProSe Authorised” IE in the S1 AP Initial Context Setup Request.

-
Otherwise, MME shall not include indication of layer 2 relay authorised in the “ProSe Authorised” IE in the S1 AP Initial Context Setup Request.

6.1.X.1.3
Authorisation of an eRemote-UE to access LTE via a layer 2 relay

The eRemote-UE follows the currently defined attach procedure in clause 5.3.2.1 of TS 23.401 [4], normal authentication and authorisation procedure happens during attach procedure.

In the Initial Attach procedure, from the downloaded subscriber profile, MME will be provided by HSS the layer 2 relay authorisation information and checks if the eRemote-UE is authorised to access LTE via a layer 2 relay, and further sends the authorisation to eNB as following:

-
If the UE is enabled for layer 2 relay and also authorised to be a layer 2 relay based on the subscription data, the MME shall include indication of layer 2 relay access authorised in the “ProSe Authorised” IE in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5].

-
Otherwise, MME shall not include indication of layer 2 relay access authorised in the “ProSe Authorised” IE in the S1 AP Initial Context Setup Request as defined in TS 36.413 [5].

6.1.X.1.3
Procedures of an eRemote-UE to access the LTE network through a layer 2 relay UE

6.1.X.1.3.1 General

This section addresses how to enable the eRemote-UE to access LTE network via an eRelay-UE. Following scenarios are addressed:

-
When the eRemote-UE has not attached to the LTE network using direct 3GPP communication, Attach procedure is shown in clause 6.1.2.1.3.1.

-
When the eRemote-UE has attached to the LTE network and is in idle mode, TAU and Service Request procedures are shown in clause 6.1.2.1.3.2.
-
When the eRemote-UE has attached to the LTE network and is in active mode, the path switch procedure from direct 3GPP communication to indirect 3GPP communication will be addressed by solution for Key Issue #5.
When the Layer 2 relay access authorised indication is stored in eRemote-UE’s MM Context in the eRemote-UE’s MME, but the indication was not sent to this eNB before (e.g. the eRemote-UE enabled the layer 2 relay access in idle mode), the eRemote-UE’s MME will include such indication in the S1-AP message to eNB.
NOTE: The provisioning part of ProSe Function is used to provision the parameters to both eRemote-UE and eRelay-UE. The parameters needed for PC5 Discovery procedure can be either preconfigured in UE or provisioned to UE using ProSe Function.
Editor’s note: It’s FFS how LTE network rejects the eRemote-UE’s request when the eRemote-UE is not authorised to access LTE via a layer 2 relay.
6.1.X.1.3.2
Authorisation of an eRemote-UE accessing eRelay-UE during Attach Procedure
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Figure 6.1.X.1.3.2-1: During Attach Procedure

1.
PC5 based eRelay-UE discovery and selection and PC5 connection establishment.

2.
The eRemote-UE sends an initial Attach Request message to eNB via eRelay-UE.
Editor's note: Whether there is any security threat for an eRelay-UE using an eRemote-UE IMSI is depending on SA WG3 decision.
3.
The eNB detects that the eRemote-UE’s Attach Request message is sent via an eRelay-UE, it selects the MME for the eRemote-UE and forwards the Attach Request message to the eRemote-UE's MME in the S1-AP message.

4.
Same as steps from 3 to 16 of the Attach procedure in Figure 5.3.2.1-1 of TS 23.401 [4] except that the eRemote-UE’s MME needs check in the eRemote-UE’s subscription profile to decide whether the eRemote-UE is authorised to access LTE via layer 2 relay UE and store the authorisation result of layer 2 relay access.

5.
The eRemote-UE's MME sends an Initial Context Setup Request message to the eNB including the indication of Layer 2 relay authorised indication in “ProSe Authorised” IE. The eNB stores the authorisation of the eRemote-UE accessing LTE network via the eRelay-UE in the eRemote-UE’s Context.

6.
Same as steps 18 to 26 of the Attach procedure in Figure 5.3.2.1-1 of TS 23.401 [4].

6.1.X.1.3.3
Procedures for an eRemote-UE to send NAS messages (i.e. TAU/Service Request) to LTE via an eRelay-UE
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Figure 6.1.X.1.3.3-1: TAU Procedure with SGW change when eRemote-UE is in IDLE mode

1.
PC5 based eRelay-UE discovery and selection and PC5 connection establishment.

2. The eRemote-UE sends a NAS TAU Request via eRelay-UE to its new MME.
3. The eNB selects the new MME for the eRemote-UE and forwards the TAU Request message to the eRemote-UE's new MME in the S1-AP message.
4-7. Same as steps 4 to 7 of the Tracking Area Update with SGW change procedure in Figure 5.3.3.1-1 in TS 23.401 [4].

8.
Same as steps 8 to 21 of the Tracking Area Update with SGW change procedure in Figure 5.3.3.1-1 of TS 23.401 [4].
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Figure 6.1.X.1.3.3-2: Service Request Procedure when eRemote-UE is in IDLE mode
1.
PC5 based eRelay-UE discovery and selection and PC5 connection establishment.

2. The eRemote-UE sends a NAS Service Request via eRelay-UE to its new MME.
3. The eNB selects the MME for the eRemote-UE and forwards the TAU Request message to the eRemote-UE's MME in the S1-AP message.
4. Same with step 3 in figure 5.3.4.1-1 in 23.401.

5.
The eRemote-UE's MME sends an Initial Context Setup Request message to the eNB including the indication of Layer 2 relay authorised in “ProSe Authorised” IE. The eNB stores the authorisation of the eRemote-UE accessing LTE via the eRelay-UE in the eRemote-UE’s Context.

6. Same with step 5 to 12 in figure 5.3.4.1-1 in 23.401.
6.1.X.1.4 Solution for PC5 trust relationship establishment
As in this solution, ProSe Function is not used to set up PC5 trust relationship, the eRemote-UE and eRelay-UE set up the PC5 trust relationship based on the pre-shared credentials in step 1 of all procedure examples above (e.g. user manually input the same root key to both UEs or both UEs are preconfigured with pre-shared credentials). SA3 are assumed to look into the details on this aspect.
6.1.X.2
Impact analysis

For the eRelay-UE authorisation solution:

eRelay-UE:

-
No impact.

eRelay-UE’s MME:

-
It needs to store the Layer 2 relay authorised information in the eRelay-UE’s MM Context and send the eRelay-UE’s authorisation information in “ProSe Authorised” IE to the eNB in the S1-AP Initial Context Setup Request message.


eNB:

-
It needs to store the authorization information of the eRelay-UE in the eRelay-UE’s Context.

For the eRemote-UE authorisation solution:
eRemote-UE:

-
No impact.

eRemote-UE’s MME:

-
It needs to store the Layer 2 relay access authorised information in the eRelay-UE’s MM Context and send the eRemote-UE’s authorisation information in “ProSe Authorised” IE to the eNB in the S1-AP message if it has not sent to this eNB before.

eNB:

-
It needs to store the authorization information of the eRemote-UE in the eRelay-UE’s Context.

6.1.X.3
Evaluation
Solution 6.1.X addresses Key Issue #1 as it allows the CN to authorize a UE to play the eRelay-UE role and another UE to play the eRemote-UE role. Its impact on the system can be considered rather limited because the solution does not require new procedure reuses the existing S1AP (e.g., Initial Context Setup) by using existing “ProSe Authorised” IEs to allow the MMEs to indicate the authorisation information to eNB. 
This solution supports the scenario when the eRemote-UE is out of E-UTRAN coverage.
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